
 
 

For users: Activating MFA on your account: 

Before activating MFA you will need to ensure your basic personal information is fully and 
accurately completed under Personal Settings. This information may be required to verify your 
identity during account recovery if ever you lose access to your account. 

Log in to your account and go to Personal Settings > Security. Choose your preferred 
authentication method: 

 

Option 1: Authenticator app 

1. Click Activate below the Authenticator app option. 

 



 
 

2. Re-authenticate by entering your password. 

 

3. After successfully confirming access, scan the QR code with your authenticator app. 
Open your authenticator app (e.g. Google Authenticator, Microsoft Authenticator) to 
proceed. 

4. Save the authenticator secret code, preferably somewhere oIline. You may need this if 
ever you need to set up your authenticator application again. 

5. Enter the generated code from the app in the field labeled Authenticator code. 

6. Click Activate to complete setup. 



 

 

 Once successfully activated: 

• A confirmation message will be displayed. 

• Recovery codes will be generated automatically. Please download these and store them 
somewhere accessible. 

 

Note: After enabling 2FA, the login process remains the same. Users will first enter their email 
and password, then be prompted to input a code from the authenticator app or a recovery code. 



 
 

Option 2: Security keys 

1. Click Add below the Security keys option. 

 

2. Enter a name of your choice for your security key (e.g. ‘Master’) - make sure it’s 
something clear. This key will be used as part of your login process. 

 

 

 

 

 



 
 

3. Preferred usage: Decide how you want to use the security key 

Option A: Passwordless Login (Passkey). Select this option to log in without using email or 
password each time. 

o Tick the Passwordless Login checkbox. 

 

  

• During login, choose Sign in with passkey and authenticate using your device’s built-in 
method (like PIN or fingerprint). 

 

4. Option B: Two-factor authentication (Security key with password). Select this option 
if you want to add an extra layer of security while still using your email and password. 

o Leave the Passwordless Login option unchecked. 

 



 
 

• During login: 

o Enter your email and password. 

o You'll be prompted to authenticate using your security key. 

o Your device will then ask for your normal verification method (like PIN, 
fingerprint, etc.). 

 

Recovery Codes 

Once you’ve activated either the authenticator app or a security key, recovery codes will be 
provided. 

• These codes allow access to your account if you lose access to your MFA method. 

• Use them in place of an authenticator code or security key during login. 

• Print and store your recovery codes in a safe, accessible location. 

Important: If you lose access to your MFA method and don’t have your recovery codes, you’ll 
need to contact your customer or platform admin for assistance. 


